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‘ Windows Firewall with Advanced Security
Desktop app

Click on the Windows Start button and type Firewall
ﬁ Windows Firewall
Control panel

Settings

From the list of choices, choose Allow an app through

Windows Firewall
@ Check firewa

@& Allow an app through Windows Firewall
Web

firewall

firewall movie

firewall protection

firewall test

© o o v o

firewall software
Store

i WindowsgFirewallPanel

The following screen comes up. Click on Change settings and then Allow

another app 82 My stuff O web
firewall
@ Allowed apps — O X
A @ » ContralPanel » All Control Panel ltems 3 Windows Firewall > Allowed apps v | Search Cawtrol Panel L

Allow apps to communicate through Windows Firewall
Te add, change, or remove allowed apps and ports, click Change settings.

‘What are the risks of allowing an app te communicate? GChanges g

Allowed apps and features:

Narne Domain  Private  Public *

%] @{ C:\Windows\WinStore\resources.pri?ms-resource://WinStore/...
/i s\WinStore\resources.pri?

[l ﬁJ(M\cm oft.Reader_6.2.8516.0_x64_ 8wekyb3dBbbw: TESOUIC..,

[¥] @{microsoft.windowscommunicationsapps_1

@{microsoftwindewscommunicationsapps_17

3D Builder

[ App connector

[ BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)

[ BranchCache - Hosted Cache Server (Uses

[ BranchCache - Peer Discovery (Uses WSD)

Cast to Device functionality
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Click Browse to search for the first app.
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Add an app X

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:

Path:

What are the risks of unblocking an app?

You can choose which network types to add this app to.

e

Browse to C:\Program Files(x86)\Microsoft SQL server\90\Shared and select SQLBROWSER.exe and click the Open
button. (If your machine is not a 64-bit machine, the path will be C:\Program Files\Microsoft SQL Server\90\Shared).

& Browse X
<« “ A || <« Microsoft SOL Server > 90 » Shared » v | | Search Shared »
Organize = Mew folder =~ ™ @
B videos A Name - Date modified Type Size
. OneDrive ErrorDumps File folder
Resources File folder
8 This PC & sac Application 73 KB
1 Deskiop ] sqadhpgﬂ/ Application 4KE
Documents [ sqlbrowser, Application 234K
4 Downloads [&] SqiDumper Application 65KB
b Music 5k SqlProv Application 118KB
=] Pictures .g‘ﬂ SqISAC Application 1,20ke
B Videos m sqlsqm ;fxpp\ftat!nn :1 KB
[ Sqlwtsn Application 94 KB
%, Local Disk (C)
DVD Drive (D] V.
= . he
File name: | | Applicatioff(".exe.comica) v

This puts the SQL Browser Service EXE into the
Add an app screen — click Add

Add an app X

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:
[ SQL Browser Service EXE

Path: C:\Program Files (x86)Microsoft SQL Serv Browse...

What are the risks of unblocking an app?

You can choose which network types to add this a

Netwark types... Cancel
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Make sure all of your firewalls (up to 3) are selected and then click Allow another app

W Allowed apps - o X

1 @ > Control Panel > All Control Panelltems > Windows Firewall 5 Allowed apps ~|® | Search Control Panel P

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? & Change settings

Allowed apps and features:

Name Domain  Private Public #
[1Remote Scheduled Tasks Management
[1Remote Service Management
[1Remote Shutdown

[JRemote Volume Management
[1Routing and Remote Access
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Search

[ Secure Socket Tunneling Protocol 0 ]

LCISNMP Trap C

[ SonicWALL Mobile Connect

nicWALLMobileConnect |

L Browser Service EXE [%)
Store. hd
Details.. Remove

Allow another app...
oK Cancel

Church Windows versions 18 to 21
Browse to C:\Program Files (X86)\Microsoft SQL Server\MSSQL11.CHURCHWINDOWS\MSSQL\Binn
then select the SQLSERVR.exe file and click Open.

Please note: If your machine has a 32-bit o/s, substitute Program Files for Program Files x86.

Add an app X
&P Browse x

<« v <« Microsoft SOL Server » MSSQL1 » MSSQL » Binn » v & Search Binn y-l
Organize = MNew folder =~ M @
S
B videos ~ Name Date modified Type Size
Jaa OneDrive Resources File folder
a— [#] sqlmaint Application T4 KB
= ThisPC [] sqlservr Application 28,607 KB
I Desktop [5] xpadsig0 12/10/20105:32 M Application 47KB
Documents
< Downloads
B Music
[&=] Pictures
B videos

i, Local Disk (C:)
[& DVD Drive (D) v
W

a .

File name: | sqlservr v| Applicatign®(*.exe;*.com;*.icd) ~

Cancel
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This puts the SQL Server Windows NT into the Add an app screen — click Add

Add an app X

Select the app you want to add, or dick Browse to find one thatis not
listed, and then dick OK.

Apps:
[5]sqQL server Windows NT

Path: | C:'\Program Files (x86) soft SQL Server\l| I Browse... I

i| What are the risks of unblocking an app?

‘fou can choase which network types to add thi

Again, make sure all of your firewalls are selected and then click OK — you are done!

@ Alowed wps o x

o > ControlPanel > ANControl Panel tems » Windows Firewsl » Allowed apps v & Sesich Control Panel F3

Bllcwed apps and festure

Hame.

D Remote Service Management
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